PekomeHpauum

no co6ntogeHnto UHPopMaLMOHHOU 6€30NaCHOCTU KIMeHTaMMU
000 YK «AktuBo-Kanuran»

B uenax ﬂpOTMBOAEﬁCTBMﬂ He3aKOHHbIM (bVIHaHCOBbIM onepauyunam.

B cooTtBeTcTBMM C TpeboBaHusiMM [MonoxeHmss bBaHka Poccum ot 20.04.2021 N¢ 757-M «06
yCTaHoBNeHnn obsa3aTenbHbiX A0S HeKpeAUTHbIX (UHAHCOBLIX OpraHuMsauuMi TpeboBaHui K
obecneyeHnio 3aWwmTbl MHGOPMALMKN NMPU OCYLLECTBAEHUN AeAaTeNbHOCTN B cdepe DMHAHCOBbLIX PbIHKOB
B Uenax npoTUBOAENCTBUS OCYLLECTB/IEHUIO HE3aKOHHbIX (UHAHCOBbIX oOnepauun» AKUMOHEpHoe
obuwectBo YK «AkTuBo-Kanutan» (ganee - O6WecTBO) HacTOAWMUM [0BOAMT A0 CBEAEHUS CBOMUX
KJIMEHTOB:

- MHpOpMaUMIO O BO3MOXHbIX puckax WHPOpMaAUMOHHON  6e30MacHOCTM, CBSI3aHHbIX C
HECAHKUMOHNPOBAHHbLIM AOCTYNOM, BPEAOHOCHbIMM KOAaMW W OCYLLECTB/IEHMEM MNPOTUBOMNPaBHbIX
OENCTBUIA TPEeTbUMU NnLamu;

- WHdopMauMl 0 Mepax Mo NpeaoTBPalLEHMIO HECAHKUMOHWMPOBAHHOINO AOCTyna K 3allMLiaeMoi
MHdOopMaUum.

1. (o] BO3MOXKHbIX puckax nHdopMaLMOHHOM 6e3onacHocTn, CBAI3AQHHbIX C
HECaHKLUMOHMUPOBAHHbIM  AOCTYNOM, BpPeAOHOCHbIMM KOAAMM U  OCYLUECTBJIEHUEM
NPOTUBONPaBHbIX AeUCTBUA TPETbMMM NINLLAMMU.

1.1. KnueHt O6wectBa HeceT PUCKN BO3MOXHbIX CbMHaHCOBbIX noTepb BCneaAcTBue cnenyrowmnx
06CcTOATENLCTB:

- nonydyeHune nuuamun, He obnagamowmmm NnpaBoOM OCYyLLECTBIEHUA (bVIHaHCOBbIX OI'IepaLl,VIVI OoT nua
KNneHTa, HECaAHKUMOHMPOBAHHOIO A0CTYyNa K 3awmaemMon VIHd)OpMaLI,MM;

- COBepLUeHNe B OTHOLWEHUN knmneHTa O6wecTBa UHbIX NPOTUBOMNPAaBHbIX AEACTBUN.

1.2. Mpu ocyuwecTBneHMn GUHAHCOBbLIX onepauuiti knaneHTy O6uiectBa creayeT MpuUHUMAaTbL BO
BHMMaHWE pPUCK MONYYEHUS TPeTbUMM JNMLUAMU HECAHKLMOHMPOBAHHOrO [OCTyna K 3allMLiaeMoi
MHbOPMALMU C LENbI0 OCYLIECTBNEHUS (UHAHCOBbLIX onepauuit. Takue pUCKM MOryT BO3HUKAThb,
MOMMMO MPOYEro, BCNeACTBME CNEeAYOWUX COBbITUIA:

- Kpaxa WM HeCaHKUMOHUPOBAHHbIM AOCTYyNn K YCTPOWCTBY, C KOToporo kiameHT O6uwecTsa
ocywectenser obmeH wHdopmaumen ¢ ObwectBoM wnm nonb3yetrcs ycnyramum O6wecTtsa, ans
NosyYeHus AaHHbIX U/WUIN HECaHKLUMOHWPOBAHHOIo AOCTyMna K yc/ayraM C 3TOro yCTpPOMCTBa;

- nepexBaT NMOYTOBbIX COO6LWEHNI N NOTYHYEHNE HECAHKLIMOHMPOBAHHOIO AOCTYNa K BbIMMCKaM, OTYeTaM
M npoyen GUHAHCOBOW WHQOPMALMKN, €CAN 3NEKTPOHHas noyTa K/AWEeHTa WCNosb3yeTcsa Ans
MHpopMaunoHHoro obmeHa c¢ Ob6wectBoM. B cnydyae nonydeHms [A0OCTyna K 3/EKTPOHHOW MouyTe
KNMeHTa, oTnpaBka coobweHnin O6wecTBy OT €ro MMeHU MOXEeT OCYLLeCTBAATbCA APYrMM NMUOM, He
obnagarmowmm NpaBoM OCyLLECTB/IEHUA (DMHAHCOBbLIX ONepauuni.

1.3. O6wecTBO He HeceT OTBETCTBEHHOCTb 3a (PMHAHCOBbIE NMOTEPU, NMOHECEHHble KNMeHTOM B CBS3U C
npeHebpexxeHMeM MM NpaBuIamMm MHGOPMaLMOHHOM 6e30MacHOCTH.

1.4. B cnyyae wncnonb3oBaHus kaMeHTOM Ob6uiectBa CUCTEM 3/IEKTPOHHOrO AOKyMeHToo6opoTa C
ObwecTtsoM, C nNpuUMEHEeHMEM UHGPOPMALUMOHHbLIX CUCTEM OPraHU3aTopoB 3TOr0 3/1IEKTPOHHOro
AOKyMeHTOO60poTa, kameHTy O6bwectBa creayeT npuaepXxumBaTbCa MnpaBun  MHMOOPMaALUMOHHOWN
6e30MacHOCTM, peKOMEHA0BAHHbIX 3TUM OPraHM3aTopoOM 3N1EKTPOHHOIo AOKyMeHToo6opoTa.

2. O Mepax nNO nNpeaoTBPALLEHUMIO HECAHKLUMOHMPOBAHHOIO pAOoCTyna K 3awuuaeMon
nHdopmauum.

2.1. KnueHTy O6lecTBa cneayeT nMpeanpuHATb BCe JAOCTYMHble Mepbl AN NpesoTBpalleHus
HECaHKUMOHMPOBAHHOMO AOCTyna K 3awuuiaeMoin uHdbopMaumu. [na yKasaHHbIX Uefeid KIMeHTy
ObuiecTtBa cneayeT NpUHSATL, MOMUMO MPOYEro, cieayowmne Mepsbl:

2.1.1. ObecneveHne Hagnexawen 3aWnTbl YCTPONCTBA, C MOMOLLBID KOTOPOro KAMeHT obMeHuBaeTcs
nHdopmaumen ¢ ObwecTBoM:

- Wncnonb3oBaHWEe TOJIbKO JIMLUEH3NPOBAHHOIO nNporpaMMHOro 06ECHEHEHMF|, nony4yeHHoro wus3
AOBEPEHHbLIX MCTOYHUNKOB,

- 3alpeT Ha YCTaHOBKY NporpamMmm m3 HeNpoBepPEHHbIX NCTOYHUKOB,

- UCMNoJIb30BaHWe CPeACTB 3/1EeKTPOHHOM 6€30MacHOCTM U 3alMTbl, TakKNX Kak aHTUBUPYC, C PErynsipHo
N CBOEBpEeMeHHO O06HOBNSieMbIMU 6a3aMu, NMepCcOHasbHbI MEeXCeTeBOW 3KpaH, 3alumMTa HakonuTens u
npouunx;



- HacTpoWka npaB [OCTyrna K YCTPOWCTBY TakmM o6pa3oM, yTobbl HECaHKUMOHWPOBAHHLIA AOCTYN K
MHbOPMaUnMKM Ha TaKOM YCTPOMCTBE 6bl1 HEBO3MOXEH AaXke NpWu yTpaTe YCTPOMCTBA BlafesnbLeM;

- XpaHeHuWe 1 NUCMNosIb30BaHME YCTPOMCTBA CNOCO60M, NCKIHOYAIOLWMM PUCKM €r0 KPaXu U/unm ytepu;
- CBOEBpEMEHHOE 06HOBMIEHNE OMNEePaLMOHHON CUCTEMBI YCTPOWCTBA;
- aKTMBaUMS NapoJibHOM UK MHOW 3alMTbl AN AOCTyNa K YCTPOMCTBY;

- He3aMen/InTe/lbHOE W3MEHEHME YYETHbIX AaHHbIX, WCMOoJb3yeMblX ANns obmeHa wHdopMauunen c
O6buwecTtBoM, nocne yaaneHUs C YCTpolcTBa OOHapyXeHHOro BpPeAOHOCHOro MporpamMMHOro
obecneyeHus;

- nepejaya 3awmwaeMmon MHGoOpMaLUmnm KIMEHTOB TOJIbKO Yepe3 6e3onacHble 6ecnpoBoAHbIE CETU.

2.1.2. KnueHty O6buwectBa cneayeT MpoOsiBASTb MOBbIWEHHYIO OCTOPOXHOCTb B  ClefyroLUnX
obcTosATenbCcTBax:

a) npu nonyyeHunnm 3sNEeKTPOHHbIX COObLEeHMA CO CCblIKaMn W BNNOXEHUAMUN, TaK KaK OHU MOryT
NMPUBECTU K 3apa>XeHuro YCTDOVICTBa KJIMEeHTa Bp€4OHOCHbIM KOAOM;

6) npu npocmoTpe/paboTe C canTaMnm B ceTUM MIHTepHeT, TaK KakK BPEeLOHOCHbIN KoA MOXeT 6biTb
3arpyxeH c caunTa;

B) Npu nonyyeHwuu annoB B apxuMBe C naposieM, Tak Kak B TakoM danne MoxeT 6biTb BpeJOHOCHbIN
KOA.

BpenoHOCHbIN KoA, MonaB K K/AMEHTY Yepes3 MoyTy WAW CCbIIKYy Ha CalT B ceTu WHTepHeT, MoxeT
MoslyYnTb AOCTYN K JIO6bIM AAHHBLIM U MHPOPMALMOHHBLIM CUCTEMAM Ha 3apa)eHHOM YCTpOICTBe.

KnueHty ObuiecTtBa

- cnegyetr BHMMATENIbHO MPOBEPATb OTNPaBUTENA 3JTEKTPOHHbIX COO6UJ,EHVII7I. BXOﬂ,ﬂLLl,ee COO6LU,EHVIE
MOXET NUCXOoAUTb OT 3J1I0yMbILWIEHHUKA, KOTOprVI MaCKUPYETCA noa O6LLI,ECTBO NN UHbIX AOBEPEHHDbIX
au;

- He cneayeT 3axoAuTb B CUCTEMbl yAANEeHHOro AOCTyna C HefOBEPEHHbIX YCTPONCTB, KOTOpble KIWMEHT
He KOHTposnupyeT. Ha Takumx ycTponcTBax MOXeT 6biTb BpeAOHOCHbIM Koh, cobupatrowmin naponun u
naeHTUUKaTopbl AOCTYMNa UM CNOCOBHbIN NOAMEHUTb Onepaunio;

- MPU HanMuuM B CpeAcTBaxX MaccoBon uHdOpMauuum M Ha cante Ob6wecTBa CBeAeHWM O nocnegHux
KPUTUYHbIX YS3BUMOCTSX U O BPEeAOHOCHOM KOAE, peKOMeHAYyeTcs NMpUHUMaTb Takykl uMHdopMauuio K
cBefeHuIo;

- Heob6xoauMo nogaepxumeatb B aKTya/lbHOM COCTOAHUN KOHTAKTHYH VIHCbOpMaLI,VHO, npenocTtaBnEHHYHO
O6|J.lECTBy, yTO6HLI B cny4yae HeobxoanmocTm NnpeacTtaBuTEb O6wectBa Mor onepaTMBHO CBA3aATbCA C
KNNEHTOM.

2.1.3. MNpw paboTe ¢ kIYaMn 31EKTPOHHOM MoANMNCKU HEOBXOANMO:
- UCMOIb30BaTb A1 XPAHEHUS CEKPETHbBIX KJTHOYEN 3NEKTPOHHOM NOAMUCU BHELLHNE HOCUTENN;

- KpaillHe BHMMaTEesSIbHO OTHOCUTBLCS K K/IIOYEBOMY HOCWUTESNO, He OCTaBNATb ero 6e3 npucMoTpa U He
nepegaBatb TPETbMM NMUAM, U3BMEKaTb HOCUTENM M3 KOMMblOTEpPa, €C/IN OHW HE WCMONb3ylTCa ANS
paboThbl;

- UCMNOJZIb30BaTb C/I0OXKHbIE MapoJZin ANnd BXoAda Ha yCTpOVICTBO n anga AoCtyna K Ki4yaMm 3}'IEKTpOHHOl7I
noanncun, He XpaHUTb NapoJin B TEKCTOBbIX AOKYMEHTaX Ha yCTpOVICTBe.

2.1.4. lMpwu paboTe C 3awWwmwaeMon nHpopMauuneln Ha NepcoHaNbHOM KOMMNbIOTEPE HEO6X0ANMO:

- MCnofnb3oBaTb JIMLEH3MOHHOEe nporpammHoe obecneyeHne (OnepauMoHHble CUCTEMbl, OQUCHbIe
nakeTbl U T.4.);

- CBOEBpPEMEHHO YCTaHaBAMBaTb aKTyasbHble OOHOBNEeHWsI 6e30macHOCTU (onepauuoHHbIE CUCTEMBI,
oducHble nakeTbl U T.4.);

- WCMOJIb30BaTb AHTMBMPYCHOE MporpaMMHoe obecrneyeHue, peryasipHo O6HOBAATb AHTUMBUPYCHble
6a3bl;

- WCNonb30BaTb CNeuvanuM3vpoBaHHble MporpaMMbl AN  3awWuTbl WMH@OpMauMmM (NepcoHanbHble
MeXceTeBble 3KpaHbl U CpeAcCTBa 3awuMTbl OT HECAHKLMOHMPOBAHHOIO AOCTyMNa), CpeAcTBa KOHTPOSS
KOHdUrypaumm yCTpoicTs;

- UCNOJ1b30BaTb C/IOXKHbIE Maposin,;

- OrpaHun4ynMTb A0CTYN K KOMMNbKTEPY, WCKIKOYUTb (OrpaHVI‘-IMTb) BO3MOXHOCTb AUNCTAHLUMNOHHOIO
noAKNK4YeHNA K KOMNbOTEPY TPETbUM JTLAM.



2.1.5. MNpwv obMeHe nHpopMauunen yepes ceTb MIHTEepHET HeobxoanMo:

- HE€ OTKpbiBAaTb MNMUCbMa W B/IOXEHNA K HWUM, MNOJIy4YEHHblE OT HEU3BECTHbIX OTHpaBMTEHEVI no
3J'IeKTpOHHOl7| no4yTe, He nNnepexoanTb No coAaepXalWnMCa B TaKUX MMCbMaX CCblJ1KaM,

- He BBOAMTb MNEpPCOHaNbHY WMHGPOPMALMIO Ha MOAO3PUTENbHbLIX CalTax W APYrMxX HEU3BECTHbIX
K/IMEHTY pecypcax;

- UCKJII0YMTb NoCeLleHne CanToB COMHUTETbHOMO coaep>XaHus,

- He COXpaHsiTb MaponuM B NaMsATM WHTepHeT-bpay3epa, ecnu TpeTbM NuMLUa WMMEKT AOCTYyn K
KOMMbIOTEPY;

- HE Ha>XMaTb Ha GaHHepr M BCnJibiBawwne oKHa, BO3HUKakLWwmne BoO BpeM4d pa6OTbI B CETU MHTepHeT;

- OTKpbIBaTb daiisibl TONbKO U3BECTHbIX PACLUMPEHNIA.



